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WILL YOUR BUSINESS 
SURVIVE A DISASTER?

• 40 percent of businesses do not reopen 
following a disaster.  In addition, another 25 
percent fail within one year and 75% of 
businesses without continuity plans will fail 3 
years later.

• All businesses should develop a disaster recovery 
plan (DRP). 
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Myth #1.  

We are not at risk.

Small businesses often fail to identify potential 

threats and underestimate the severity of a 

known potential threat. 



Myth #2.  
We are too small to need a formal plan.

• Most small businesses operate from a single 
location, which makes them more vulnerable 
than large companies.

• During stressful times, it is often difficult to 
remember priorities and make important 
decisions without advance preparation. The 
smaller the business, the more important it is 
to have a plan in place.



Myth #3.  
We back up our data, which is a sufficient 
plan.

Information and information technology (I/T) 
are the lifeblood of most businesses; however, 
data backup is only part of an I/T continuity 
plan, which also should include hardware, 
software, and communications systems



Myth #4.  

We have more important priorities. 

Every business’s priority list is somewhat 
unique; however, the risk of losing customers 
and clients while coping with a disruption 
should be every business owner’s number one 
priority. 



Myth #5.  

We don’t have the time, money or 

experience to create a plan.

Effective business continuity planning does not 
require a big budget or special training; in fact, 
most people involved usually “fall into” the role 
without any prior experience.



TYPES
OF 
DISASTERS



NATURAL DISASTERS:     

• Hurricanes

• Floods

• Earthquakes

• Tornadoes

• Blizzards



LOCAL DISASTERS:

• Fire

• Burst Pipe/Water Leak

• Power Outage

• Injury of customer or vendor at your office

• Disruption of vital services, i.e. Courthouse is 
closed due to a disaster



HUMAN-CAUSED DISASTERS:

Vandalism and Theft

Protect your office from theft and vandalism 
including securing doors with deadbolts and 
checking the window locks.



HUMAN-CAUSED DISASTERS:

Terrorism or Active Shooter

You may need to evacuate an area, stay where 
you are and shelter-in-place.  Always know 
where emergency exits are located in buildings 
you frequent. 



HUMAN-CAUSED DISASTERS
Office Personnel:

Accident or Illness

• Stay calm and care for the injured person 
first. Then secure the scene.

• Communicate not only with the injured or ill 
but your other employees. 

• Determine how to distribute work, as 
needed.

• Make a return to work plan.



HUMAN-CAUSED DISASTERS
Office Personnel:

Key Personnel Death

• Communicate with your employees as soon 
as possible, before a public announcement.

• Contact other work-related connections. 

• Set goals and pave a path back to normal, or 
the new normal.



HUMAN-CAUSED DISASTERS
Office Personnel:

Employee Theft, Fraud, and Disclosing Non 
Public Private Information (NPPI) of Employees 
or Clients

• Checking employee references is one 
important step, but for employees entrusted 
with handling your money or financial 
records, a background check is better.

• Train employees on the responsibilities of 
keeping NPPI confidential. 



HUMAN-CAUSED DISASTERS
Office Personnel:

Employee Error 

Invest wisely in your employees and provide 
them with the training necessary to succeed 
and minimize the risk of human error.



INFORMATION TECHNOLOGY RELATED 
DISASTERS:

• Internet Failure

• Server Crash

• Computer Viruses or Worms

• Cyberattack



STEPS NECESSARY TO DEVELOP 
A BUSINESS CONTINUITY AND
DISASTER PREPAREDNESS PLAN



KNOW YOUR RISKS

• Identify Your Threats.

• Rank the Probability of Threats.

• Rank the Severity of Threats.

• Multiply the Probability and Severity Scores 
for Each Threat.





KNOW YOUR OPERATIONS

TRAIN YOUR EMPLOYEES ON THE BUSINESS 
CONTINUITY AND DISASTER PREPAREDNESS 
PLAN AND REVIEW YOUR BUSINESS FUNCTIONS 
AND PROCESSES EVERY SIX MONTHS! 





KNOW YOUR EMPLOYEES

Document not only employee contact 
information, but include their key 
responsibilities.  Make sure that special skills 
are not known by only one person. 





Know Your Key Customers, Contacts, 
Suppliers and Vendors

Maintaining up-to-date contact information for 
your key customers, contacts, suppliers and 
vendors is critical. 





KNOW YOUR INFORMATION 
TECHNOLOGY

• If you have time, shut down and unplug all of 
your computer hardware before an event.

• Regularly backup your vital data and 
records. 



KNOW YOUR INFORMATION 
TECHNOLOGY

• Know your computer and internet login codes 
and passwords. 

• Where flooding is possible, elevate computer 
equipment stored on the floor.

• Off-site backup may be done electronically 
through a trusted vendor.

• Consider an off-site server. 

• Digitize your tract books. 





KNOW YOUR FINANCES

• Have an emergency cash reserve fund

• Evaluate your insurance policies and meet 
regularly with your insurance agent so you 
understand your coverage, deductibles and 
limits.

• Do you have up-to-date records of your 
inventory, serial numbers, and photos of your 
operation?





KNOW WHEN TO UPDATE YOUR PLAN 
AND WHEN TO TEST YOUR PLAN

Maintain Your Plan:

• Have employees also review the plan to 
determine if anything is out of date, changes 
in business priorities and responsibilities, and 
ensure that all contact information 
throughout the forms in your plan are up-to-
date.

• Create a disaster exercise.



KNOW WHEN TO UPDATE YOUR PLAN 
AND WHEN TO TEST YOUR PLAN

Maintain Your Plan:
Know Where to Go for Help and Training -
• DisasterAssistance.gov
• American Red Cross
• FEMA
• Small Business Administration
• Small Business Development Centers
• County Emergency Management Agencies
• Iowa Emergency Management Association



COMMUNICATION,
COMMUNICATION,
COMMUNICATION!



NOTIFICATION OF CUSTOMERS

• Assure customers of the safety of their 
property and information.

• Provide a timeframe for delays, and 
temporary location – if needed. 

• Provide information on any changes on how 
to contact you.



RISK PREVENTION 
AND SAFETY



THE BEST RISK INSURANCE IS 

PREVENTION!



WORK ENVIRONMENT SAFETY

• Is there asbestos?

• Is hazardous material stored on site?

• Are heavy items and shelving secured?

• Are there functioning smoke detectors?

• Is there a fire extinguisher?

• Is there a First Aid Kit?

• Is there a person or persons in your office  
trained in first aid and CPR?



WORK ENVIRONMENT SAFETY

• Do you and your employees know where to 
exit the office building or where to go in an 
emergency? 

• Do you have the following items in a  safe 
room or vault?:

• First aid kit, water, flashlight and batteries.

• Essential documents (back-ups, tract books, 
insurance policy, and your server if on-site).

• Wrench or pliers (to turn off utilities).





CITATIONS AND RESOURCES
FEMA:  http://www.fema.gov/media-library-data/1510690310680-
1e6c4874b251c3022ac4b57b0369e2da/Inland_Flooding_Ready_Business_Toolkit_Interactive_Final_508.pdf 

IBHS 5 Myths About Business Continuity Planning:  https://disastersafety.org/ibhs/top-5-myths-business-
continuity-planning/

IBHS’ Free Business Continuity Toolkit:  https://disastersafety.org/ibhs-business-protection/ofb-ez-business-
continuity

Investopedia:  https://www.investopedia.com/articles/financial-theory/09/risk-management-business.asp

24/7 Wall St.:  https://247wallst.com/special-report/2018/06/04/states-with-the-most-tornadoes/

Wikipedia - Tornadoes in the United States:  https://en.wikipedia.org/wiki/Tornadoes_in_the_United_States 

Iowa Title Guaranty Update: Marshall County Tornado

YouTube Videos:

Business Continuity Planning:  Homeland Security Business Continuity Planning Suite
Dilbert – Disaster Recovery Plan
Iowa Homeland Security & Emergency Management: Sign Up for Alert Iowa
Fire Drill  - The Office US 
FEMA Ad Warns You to Prep for Disaster
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The information in this presentation is not a substitute for legal advice or advice from your 
insurance provider(s), it is for your reference only, and not intended to represent the only 
approach to any particular issue.  This information should not be construed as legal, financial 
or business advice, and you should consult legal counsel and subject-matter experts to be sure 
that any plan adopted and implemented meets the requirements unique to your company.


